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Em pathy I\/Iap (External users)

CDs are poorly labelled.
CDs takes a lot of storage space.
CDs are getting stuck in customs.

It take too long to check CDs.

o Exam officer get anxious.
o Logistic staff get frustrated.
o Lack of trustin the physical CD.

Think & Feel

See Hear

Say & Do

o Cutshort required checks.
o Rip CDs into digital format.

o Rely on customer service and DFD.

O

O

O
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CDs are obsolete.
CDs are no longer used by venues.
CDs are corrupted.

CD players are hard to source.



User Persona

Independent SChOOl X High-Level Requirements

Occupation: Exam officer - Greater security to minimize malpractice.
ResponS|b_|I|ty: Managing the centre and the - Reliability to prevent panic when audio
exams delivery. has difficulties - need to be sure it will work

Venue: Internal venue with own equipments.
Exam room use concurrently: 2

Staff handling CD: =

Invigilator: 5 external.

- CA control the credentials - centers apply to create
credentials and we approve.

Level of Concerns Pain points

Security - Student Anxiety - Audio issues

- EO anxiety - will it work or run fully?

- Keeping a physical CD is a security risk.
- One person gets encryption code

Logistic and production

Accessibility

5. Cambridge

4P Assessment




User Persona

Assoclate Centre Y High-Level Requirements

- Similar system then DFD.
Occupation: Exam officer - Venue shouldn’t have access to files before exam day
Responsibility: Logistic and delivering all matenal. for security reason.
Venue: 300 External with their own equipments. - 1 password per session that could be use by all the staff,
Exam room use concurrently: 12 - Recording should only be playable once.

Staff handling CD: 2 perm, 2 temp
Invigilator: 200 (external)

Level of Concerns Pain points

Security

- No time to check all CDs

- Venue (schools) have no more CD players and use USB (mp3
player) so we had to source and buy portable CD players.

- Sorting equipment and making sure venues are ready.

Logistic and production

Accessibility

5. Cambridge

1P Assessment




User Persona

Associate Centre Z

Occupation: Exam officer

Responsibility: Delivering all the listening exams
to italien state schools'network.

Venue: External with the centre equipments.
Exam room use concurrently: 6

Staff handling CD: 2

Invigilator: \Vary (external)

Level of Concerns

Security

Logistic and production

Accessibility

High-Level Requirements

- Need to be able to transport the audio onto something
e.g. USB, so they can play it in many rooms/venues,
due to a lack of internet and poor equipment at venues.

- Centre should be allowed to create credentials because
of the venues they have and centres should not share
access with venues.

Pain points

- Insuring correct CD transported to right venue.

- Security issues when transporting CD to venue - this is done
internally by the centre

- The secure storage take lots valuable office space.

- it take Long time to check CD, 5-6mn per CD and there are
many as they have venues.

5.5 Cambridge
4P Assessment




User Requirements

Description

Need to be able to transport the audio onto something e.g. USB, so they can play itin many rooms/venues, due to a lack of internet and poor equipment at venues.

Centre should be allowed to create credentials because of the venues they have and centres should not share access with venues.
Similar system then DFD.

Venue shouldn’t have access to files before exam day for security reason.

1 password per session that could be use by all the staff. - Recording should only be playable once.

We need to be able to use the solution on a tablet or download the file on USB.

Receive the PW or decryption code on exam day then we forward them to supervisors.

Similar to DFD
Greater security to minimize malpractice.
Reliability to prevent panic when audio has difficulties- need to be sure it will work.

CA control the credentials - centers apply to create credentials and we approve.

1 Cambridge
Assessment




The Influence of Structure

Accessibility to a Digital solution: /I@\
— T Challenging JALA Child centre (CC)
Straightforward @ @
/
/
e a :
Independent school (IS) A Parent centre (PC)
EEN Ministries
EEN
- J

/

/
/
/
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The Influence of Structure

Centre X Centre Y Centre Z

Venues are within
the centre

Venues are outside the centre
with strong links.

Venues are outside the centre
with weaker links.

B Cambridge
» Assessment




Digital requirements ONLY fit Centre X

Ideal plan

Cambridge assessment PC/Ministries Child centres

ii. Distribute physical test
paper

Digital Digital

Digital

2.i. Check digital file &
distribute digitally

3. Receive digital file
and physical test paper

1. Send digital file \

o Cambr‘idge
QP Assessment



Digital requirements ONLY fit Independent Schools

Centre X qs):

Necessary

Technologically ready
equipment "‘

- Smaller number of exam rooms.
N | ess or no investment, easy adoption process

Connectivity ||~ Connection guaranteed in Exams centres

= No limitation to accessing the platform
= Likely to have IT support.

o Cambr‘idge
QP Assessment



Parent Centres/Ministries - Issue with control

[ Credential management ]

l
— ST —

Give PC / Minister control of who CA maintain control (permission
accesses platform need to give invigilator credentials)

Centre X (1s) Centre Y (pQ)

Regarding trust there is no Complex solution /
change to current method Password recovery / Reset function

I

Possible change to internal
operations to handle this task

SR Cambl"idge
4P Assessment



Alternative — Minimum Viable Product (MVP)

The issues with control that Parent Centres/Ministries will face can be solved with a MVP that allows digital file transfer.

Centre Y (rq) Centre Z (po)

Venues used: Venues used:

Business & Commercial centres State schools

= No connectivity problem = Poor funding & no equipment

Venue Equipment Own Equipements

“p Authority to make requirements = Financial burden

Cambridge assessment PC/Ministries Child centres Cambridge assessment PC/Ministries Child centres

File transfer on storage device (MVP)

CA control with CA control with
windows allocation windows allocation

SR Cambl"idge
4P Assessment



Summary

Readiness Control issues Need for MVP

Centre X (Independent school) O Q Q

Centre Y (Parent centre) 0 Q Q
Centre Z (Parent centre) Q Q Q

<

Cambridge

13 Assessment




Global Listening
UX Research

Digital solution (Security)



Cambridge assessment

Cambridge assessment

PC/Ministries Child centres

Digital Digital

PC/Ministries Child centres

“ Digital Physical Storage

Ideal plan

Contingency plan (MVP)



Contingency plan

Cambridge assessment PC/Ministries Child centres

Physical Storage

1. Send digital file 2.i. Check digital file &

transfer file to physical

3. Receive physical
storage device and
storage device physical test paper

2.ii. Distribute physical
test paper AND physical
storage DEVICE

What security measure will you apply on the physical USB that will hold the audio file? Consider the transfer process and the
dispatch process.

Sl Cambl"idge
4P Assessment



Suggestion 1

Cambridge assessment PC/Ministries

Child centres

Physical Storage

1. Send digital file 2.i. Check digital file &

transfer file to physical
storage device

3. Receive physical
storage device and
physical test paper

Create OWN encryption code Open with Encryption code given
2.ii. Distribute physical
test paper AND physical

storage DEVICE

SEND Encryption code (via mobile)

Will you be comfortable with the task of encrypting the audio file for your venue, to control their accessibility window?



Suggestion 2

Cambridge assessment PC/Ministries Child centres

Physical Storage

1. Send digital file 2.i. Check digital file &

File sent with transfer file to physical
encryption storage device

3. Receive physical
storage device and
physical test paper

* SPECIFIC CODE PER CENTRE

Check file with Encryption code given Open with Encryption code given

2.ii. Distribute physical
test paper AND physical
storage DEVICE

SEND Encryption code (via mobile)

Do you communicate with your exam venues on the exam day?
What means to you use to communicate? If mobile, text or groupchat?

If not, is it possible for you to communicate with your child centres? Something to take on for an overall easier solution?



Suggestion 3

Cambridge assessment PC/Ministries Child centres

Digital Physical Storage

1. Send digital file

File sent with
encryption

* ONE CODE PER EXAM SESSION Check file with Encryption code given

3. Receive physical
storage device and
physical test paper

2.i. Check digital file &
transfer file to physical
storage device

Open file with Encryption code given

2.ii. Distribute physical
test paper AND physical
storage DEVICE

SEND Encryption code (via mobile)

How comfortable are you with the idea of all centres having the same encryption code for the audio file?



User feedback



Security measures willing to be taken by
centre

Audio format within the process

(CA - PC - CC) Security suggestions

Sealitinzip sealed envelop - to know if package
has beenopened

Digital - Digital ) SN ete] Digital file from endto end
solution)

Signed deliveryif using a courier

The centres create theirown
encryption code onthe openfile
theyreceive fromCA. They
communicate thiscode via
Italy message to the centres. All of
theirchild centres use thiscode
(Suggestion1)

Digital - Physical file transferfile -
Receive file on device (continguency
plan, MVP) Encryption code given by CA for
thatspedficcentre-allchild
centres underthat parent centre
usesthe same code (Suggestion 2)

Encryption code givenbyCA per
sessionforall parent centre - all
parentcentres have the same
code (Suggestion 3)

Concerns/opinions Suggestions/Comments

CA sendfile encrypted then centres decide: 1) To
sendfile to childvenue decrypted 2) Pass the
code that was given to themto decryptform CA -
code persession.

Code to decryptcan be putin the paperwork
thatgets sentto the supervisor. Theycanhave
this code even before, noneed for messaging on
exam day.

Asking staffto do more whilst the File be putinto an MP3 playerinstead of USB-
price for CAserviceincrease- not still cheaperthanlaptopanddoesn’t need
comfortable internet connectivity.

Encrypted file still requiresa software and
therefore laptop - Instead canalso use USB that
No problem communicatingonthe has acodelock onthe deviceitself-thatcode
exam day- via groupchat forthe lockcanbe communicated instead. This
meansthe audiofileis notencryptedbutthe
physical deviceitself is.

Audio players like VLCcan be on mobile devices
EO don’t wantresponsibilty of all child too - if the encryption on the audio still stands on
centres using their parent centres the mobile version, then essentially, mobile
single assigned code. phonecanbeusedalsoinstead oflaptops -

however consider the security of this possibility.

Not comfortable with centre having
theirownassigned code- howoften
will thisbe changed?

Not worried other centres havingthe
same code - justneedto bereassured
thatall the parent centres CA handles
are trustworthy



Audio format within the
process Security suggestions
(CA - PC/Ministries - CC)

Digital - Digital - Digital (i deal

. Digital file from endto end
solution)

The centres create theirown encryption code on the
open file theyreceive from CA. They communicate
. this code via message to the centres. All of their
Mexico child centres use thiscode (Suggestion 1)

Encryption code given by CAforthatspedific centre -
Digital - Physical file transferfile - 5| child centres under that parent centre usesthe
Receive file on device. same code (Suggestion 2)

Encryption code givenby CA persession forall
parent centre - all parent centres have the same
code (Suggestion 3)

Security measures willing to be taken by

Concerns/opinions Suggestions/Comments
centre fop g8 /

Code the fileitself - Ifvenue don’t have infrastructure
and therefore comeinto collectthe digital file and test
papers, code canbe givenonthe daythe materials are
sentto be collected. Ifvenue hasinfrastructureandcan
use digital platform, then code communicated via
message on exam day.

Sign to sayyou have received the encryption code if
supervisor physicallycome to collectit.

Centre would have back contact detail, in case princdpal
contactcannotbe reached to hand over code

Good ideaasvenuescanatleastonlyneed
one laptop whichis feasbile. Welcome the
ideaonlyif guidanceis providedonhowto

doit
One person willbeincharge ofthis atthe
centre
Can have password that
changesregulalryhowever it
Need to change password regularly vs. will bein aformatwhere the
securityriskof having the same password centre canfigureitoutifthey
forlong periods have the exam information - so

no needto stayon top of
frequently changing passwords

Alreadycommunicate to centre onexam
day-happyto communicate the security
code to venues.

Riskybutit CA okaywith thatthen soare
they. There is a chnace for corrupt centres
to make that code available out there, but
the code needs the digitalfileinorderfor
itto be relevant. Andthe digital file wil
onlybe available forcentres via the
solution.



Audio format within
the process (CA - Security suggestions
PC/Ministries - CC)

Digital - Digital - Digital

(ideal solution) Digital file from end to end

Spain
The centres create theirown encryption code onthe
open file theyreceive from CA. They communicate

this code via message to the centres. All of their child
centres use thiscode (Suggestion 1)

Digital - Physical file ~ Encryption code givenby CAforthatspedficcentre -
transferfile - Receive file allchild centres underthat parentcentre usesthe
on device. same code (Suggestion 2)

Encryption code given by CA persession forall parent
centre - all parent centres have the same code
(Suggestion 3)

Security measures willing to be taken by
centre

Assignsomeone specificto deal withthe
transferring ofthe files onto device if demandis
nottoo much.

Concerns/opinions

Open to doing thisas encytpion can
be a code thattheywouldknowand
ifnottheycanfigureoutit.

Greatcommunication with centreson
the day-cancommunicate code to
centres

Comfortable with this as forthem a
few centres will needthe USB
transferoption-theyhave the ability
to push equipment re quire ments to
the venues

Suggestions/Comments

Theyhave the ability to push equipment
requirements to the venues so comfortable
with manyof the possible security s uggestions,
as this willonlybe a small number of centres -
willing to dothis for no more than 7 venues, if
more theywill push requirement orlose the
venue.



